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ii                  10775A: Administering Microsoft SQL Server 2012 Databases 

Information in this document, including URL and other Internet Web site references, is subject to change 
without notice. Unless otherwise noted, the example companies, organizations, products, domain names, 
e-mail addresses, logos, people, places, and events depicted herein are fictitious, and no association with 
any real company, organization, product, domain name, e-mail address, logo, person, place or event is 
intended or should be inferred. Complying with all applicable copyright laws is the responsibility of the 
user. Without limiting the rights under copyright, no part of this document may be reproduced, stored in 
or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, 
photocopying, recording, or otherwise), or for any purpose, without the express written permission of 
Microsoft Corporation. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property 
rights covering subject matter in this document. Except as expressly provided in any written license 
agreement from Microsoft, the furnishing of this document does not give you any license to these 
patents, trademarks, copyrights, or other intellectual property. 

The names of manufacturers, products, or URLs are provided for informational purposes only and 
Microsoft makes no representations and warranties, either expressed, implied, or statutory, regarding 
these manufacturers or the use of the products with any Microsoft technologies. The inclusion of a 
manufacturer or product does not imply endorsement of Microsoft of the manufacturer or product. Links 
may be provided to third party sites. Such sites are not under the control of Microsoft and Microsoft is not 
responsible for the contents of any linked site or any link contained in a linked site, or any changes or 
updates to such sites. Microsoft is not responsible for webcasting or any other form of transmission 
received from any linked site. Microsoft is providing these links to you only as a convenience, and the 
inclusion of any link does not imply endorsement of Microsoft of the site or the products contained 
therein. 

© 2012 Microsoft Corporation. All rights reserved. 

Microsoft and the trademarks listed at http://www.microsoft.com/about/legal/en/us/IntellectualProperty 
/Trademarks/EN-US.aspx are trademarks of the Microsoft group of companies. All other trademarks are 
property of their respective owners 
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MICROSOFT LICENSE TERMS 
OFFICIAL MICROSOFT LEARNING PRODUCTS  
MICROSOFT OFFICIAL COURSE Pre-Release and Final Release Versions 
               
 
These license terms are an agreement between Microsoft Corporation and you. Please read them. They apply to 
the Licensed Content named above, which includes the media on which you received it, if any.  These license 
terms also apply to any updates, supplements, internet based services and support services for the Licensed 
Content, unless other terms accompany those items. If so, those terms apply. 
 
BY DOWNLOADING OR USING THE LICENSED CONTENT, YOU ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT 
THEM, DO NOT DOWNLOAD OR USE THE LICENSED CONTENT. 
 
If you comply with these license terms, you have the rights below. 
             
1. DEFINITIONS. 

 
a. “Authorized Learning Center” means a Microsoft Learning Competency Member, Microsoft IT Academy 

Program Member, or such other entity as Microsoft may designate from time to time.  
 
b. “Authorized Training Session” means the Microsoft-authorized instructor-led training class using only 

MOC Courses that are conducted by a MCT at or through an Authorized Learning Center. 
 
c. “Classroom Device” means one (1) dedicated, secure computer that you own or control that meets or 

exceeds the hardware level specified for the particular MOC Course located at your training facilities or 
primary business location.  

 
d. “End User” means an individual who is (i) duly enrolled for an Authorized Training Session or Private 

Training Session, (ii) an employee of a MPN Member, or (iii) a Microsoft full-time employee. 
 
e. “Licensed Content” means the MOC Course and any other content accompanying this agreement.  

Licensed Content may include (i) Trainer Content, (ii) sample code, and (iii) associated media.  
 
f. “Microsoft Certified Trainer” or “MCT” means an individual who is (i) engaged to teach a training session 

to End Users on behalf of an Authorized Learning Center or MPN Member, (ii) currently certified as a 
Microsoft Certified Trainer under the Microsoft Certification Program, and (iii) holds a Microsoft 
Certification in the technology that is the subject of the training session.  

 
g. “Microsoft IT Academy Member” means a current, active member of the Microsoft IT Academy 

Program. 
 
h. “Microsoft Learning Competency Member” means a Microsoft Partner Network Program Member in 

good standing that currently holds the Learning Competency status. 
 
i. “Microsoft Official Course” or “MOC Course” means the Official Microsoft Learning Product instructor-

led courseware that educates IT professionals or developers on Microsoft technologies. 
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j. “Microsoft Partner Network Member” or “MPN Member” means a silver or gold-level Microsoft Partner 

Network program member in good standing. 
 
k. “Personal Device” means one (1) device, workstation or other digital electronic device that you 

personally own or control that meets or exceeds the hardware level specified for the particular MOC 
Course.  

 
l. “Private Training Session” means the instructor-led training classes provided by MPN Members for 

corporate customers to teach a predefined learning objective.  These classes are not advertised or 
promoted to the general public and class attendance is restricted to individuals employed by or 
contracted by the corporate customer. 

 
m. “Trainer Content” means the trainer version of the MOC Course and additional content designated 

solely for trainers to use to teach a training session using a MOC Course. Trainer Content may include 
Microsoft PowerPoint presentations, instructor notes, lab setup guide, demonstration guides, beta 
feedback form and trainer preparation guide for the MOC Course.  To clarify, Trainer Content does not 
include virtual hard disks or virtual machines. 
 

2. INSTALLATION AND USE RIGHTS. The Licensed Content is licensed not sold.  The Licensed Content is 
licensed on a one copy per user basis, such that you must acquire a license for each individual that 
accesses or uses the Licensed Content.  

 
2.1 Below are four separate sets of installation and use rights.  Only one set of rights apply to you.   

 
a. If you are a Authorized Learning Center: 

i. If the Licensed Content is in digital format for each license you acquire you may either:  
1. install one (1) copy of the Licensed Content in the form provided to you on a dedicated, secure 

server located on your premises where the Authorized Training Session is held for access and 
use by one (1) End User attending the Authorized Training Session, or by one (1) MCT teaching 
the Authorized Training Session, or 

2. install one (1) copy of the Licensed Content in the form provided to you on one (1) Classroom 
Device for access and use by one (1) End User attending the Authorized Training Session, or by 
one (1) MCT teaching the Authorized Training Session.  

ii. You agree that: 
1. you will acquire a license for each End User and MCT that accesses the Licensed Content, 
2. each End User and MCT will be presented with a copy of this agreement and each individual 

will agree that their use of the Licensed Content will be subject to these license terms prior to 
their accessing the Licensed Content. Each individual will be required to denote their 
acceptance of the EULA in a manner that is enforceable under local law prior to their accessing 
the Licensed Content,  

3. for all Authorized Training Sessions, you will only use qualified MCTs who hold the applicable 
competency to teach the particular MOC Course that is the subject of the training session,  

4. you will not alter or remove any copyright or other protective notices contained in the 
Licensed Content, 
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5. you will remove and irretrievably delete all Licensed Content from all Classroom Devices and 

servers at the end of the Authorized Training Session, 
6. you will only provide access to the Licensed Content to End Users and MCTs, 
7. you will only provide access to the Trainer Content to MCTs, and  
8. any Licensed Content installed for use during a training session will be done in accordance 

with the applicable classroom set-up guide.  
 

b. If you are a MPN Member.   
i. If the Licensed Content is in digital format for each license you acquire you may either: 

1. install one (1) copy of the Licensed Content in the form provided to you on (A) one (1) 
Classroom Device, or (B) one (1) dedicated, secure server located at your premises where 
the training session is held for use by one (1) of your employees attending a training session 
provided by you, or by one (1) MCT that is teaching the training session, or 

2. install one (1) copy of the Licensed Content in the form provided to you on one (1) 
Classroom Device for use by one (1) End User attending a Private Training Session, or one (1) 
MCT that is teaching the Private Training Session. 

ii. You agree that:  
1. you will acquire a license for each End User and MCT that accesses the Licensed Content, 
2. each End User and MCT will be presented with a copy of this agreement and each individual 

will agree that their use of the Licensed Content will be subject to these license terms prior 
to their accessing the Licensed Content. Each individual will be required to denote their 
acceptance of the EULA in a manner that is enforceable under local law prior to their 
accessing the Licensed Content,  

3. for all training sessions, you will only use qualified MCTs who hold the applicable 
competency to teach the particular MOC Course that is the subject of the training session,  

4. you will not alter or remove any copyright or other protective notices contained in the 
Licensed Content, 

5. you will remove and irretrievably delete all Licensed Content from all Classroom Devices and 
servers at the end of each training session, 

6. you will only provide access to the Licensed Content to End Users and MCTs, 
7. you will only provide access to the Trainer Content to MCTs, and 
8. any Licensed Content installed for use during a training session will be done in accordance 

with the applicable classroom set-up guide. 
 

c. If you are an End User: 
You may use the Licensed Content solely for your personal training use.  If the Licensed Content is in 
digital format, for each license you acquire you may (i) install one (1) copy of the Licensed Content in 
the form provided to you on one (1) Personal Device and install another copy on another Personal 
Device as a backup copy, which may be used only to reinstall the Licensed Content; or (ii) print one (1) 
copy of the Licensed Content.  You may not install or use a copy of the Licensed Content on a device 
you do not own or control. 
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d. If you are a MCT. 

i. For each license you acquire, you may use the Licensed Content solely to prepare and deliver an 
Authorized Training Session or Private Training Session.  For each license you acquire, you may 
install and use one (1) copy of the Licensed Content in the form provided to you on one (1) Personal 
Device and install one (1) additional copy on another Personal Device as a backup copy, which may 
be used only to reinstall the Licensed Content. You may not install or use a copy of the Licensed 
Content on a device you do not own or control.  
 

ii. Use of Instructional Components in Trainer Content.  You may customize, in accordance with the 
most recent version of the MCT Agreement, those portions of the Trainer Content that are logically 
associated with instruction of a training session.  If you elect to exercise the foregoing rights, you 
agree:  (a) that any of these customizations will only be used for providing a training session, (b) any 
customizations will comply with the terms and conditions for Modified Training Sessions and 
Supplemental Materials in the most recent version of the MCT agreement and with this agreement.  
For clarity, any use of “customize” refers only to changing the order of slides and content, and/or 
not using all the slides or content, it does not mean changing or modifying any slide or content. 

 
2.2 Separation of Components. The Licensed Content components are licensed as a single unit and you 
may not separate the components and install them on different devices.  
 
2.3 Reproduction/Redistribution Licensed Content.  Except as expressly provided in the applicable 
installation and use rights above, you may not reproduce or distribute the Licensed Content or any portion 
thereof (including any permitted modifications) to any third parties without the express written permission 
of Microsoft. 

 
2.4 Third Party Programs. The Licensed Content may contain third party programs or services. These 
license terms will apply to your use of those third party programs or services, unless other terms accompany 
those programs and services. 

 
2.5 Additional Terms.  Some Licensed Content may contain components with additional terms, 
conditions, and licenses regarding its use. Any non-conflicting terms in those conditions and licenses also 
apply to that respective component and supplements the terms described in this Agreement.  

 
3. PRE-RELEASE VERSIONS.  If the Licensed Content is a pre-release (“beta”) version, in addition to the other 

provisions in this agreement, then these terms also apply:   
 

a. Pre-Release Licensed Content.  This Licensed Content is a pre-release version.  It may not contain the 
same information and/or work the way a final version of the Licensed Content will.  We may change it 
for the final version.  We also may not release a final version.  Microsoft is under no obligation to 
provide you with any further content, including the final release version of the Licensed Content.  

 
b. Feedback.  If you agree to give feedback about the Licensed Content to Microsoft, either directly or 

through its third party designee, you give to Microsoft without charge, the right to use, share and 
commercialize your feedback in any way and for any purpose.  You also give to third parties, without 
charge, any patent rights needed for their products, technologies and services to use or interface with 
any specific parts of a Microsoft software, Microsoft product, or service that includes the feedback.  You 
will not give feedback that is subject to a license that requires Microsoft to license its software, 
technologies, or products to third parties because we include your feedback in them.  These rights 
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survive this agreement.   

 
c. Term.  If you are an Authorized Training Center, MCT or MPN, you agree to cease using all copies of the 

beta version of the Licensed Content upon (i) the date which Microsoft informs you is the end date for 
using the beta version, or (ii) sixty (60) days after the commercial release of the Licensed Content, 
whichever is earliest (“beta term”).  Upon expiration or termination of the beta term, you will 
irretrievably delete and destroy all copies of same in the possession or under your control. 
 

4. INTERNET-BASED SERVICES.  Classroom Devices located at Authorized Learning Center’s physical location 
may contain virtual machines and virtual hard disks for use while attending an Authorized Training 
Session.  You may only use the software on the virtual machines and virtual hard disks on a Classroom 
Device solely to perform the virtual lab activities included in the MOC Course while attending the 
Authorized Training Session. Microsoft may provide Internet-based services with the software included 
with the virtual machines and virtual hard disks.  It may change or cancel them at any time.  If the 
software is pre-release versions of software, some of its Internet-based services may be turned on by 
default.  The default setting in these versions of the software do not necessarily reflect how the features 
will be configured in the commercially released versions.  If Internet-based services are included with the 
software, they are typically simulated for demonstration purposes in the software and no transmission 
over the Internet takes place.  However, should the software be configured to transmit over the Internet, 
the following terms apply:  

a. Consent for Internet-Based Services. The software features described below connect to Microsoft or 
service provider computer systems over the Internet. In some cases, you will not receive a separate 
notice when they connect. You may switch off these features or not use them. By using these features, 
you consent to the transmission of this information. Microsoft does not use the information to identify 
or contact you. 

b. Computer Information. The following features use Internet protocols, which send to the appropriate 
systems computer information, such as your Internet protocol address, the type of operating system, 
browser and name and version of the software you are using, and the language code of the device 
where you installed the software. Microsoft uses this information to make the Internet-based services 
available to you. 

• Accelerators. When you use click on or move your mouse over an Accelerator, the title and full web 
address or URL of the current webpage, as well as standard computer information, and any content 
you have selected, might be sent to the service provider. If you use an Accelerator provided by 
Microsoft, the information sent is subject to the Microsoft Online Privacy Statement, which is 
available at go.microsoft.com/fwlink/?linkid=31493. If you use an Accelerator provided by a third 
party, use of the information sent will be subject to the third party’s privacy practices. 

• Automatic Updates. This software contains an Automatic Update feature that is on by default. For 
more information about this feature, including instructions for turning it off, see 
go.microsoft.com/fwlink/?LinkId=178857. You may turn off this feature while the software is 
running (“opt out”). Unless you expressly opt out of this feature, this feature will (a) connect to 
Microsoft or service provider computer systems over the Internet, (b) use Internet protocols to send 
to the appropriate systems standard computer information, such as your computer’s Internet 
protocol address, the type of operating system, browser and name and version of the software you 
are using, and the language code of the device where you installed the software, and (c) 
automatically download and install, or prompt you to download and/or install, current Updates to 
the software. In some cases, you will not receive a separate notice before this feature takes effect. 
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By installing the software, you consent to the transmission of standard computer information and 
the automatic downloading and installation of updates.  

• Auto Root Update. The Auto Root Update feature updates the list of trusted certificate authorities. 
you can switch off the Auto Root Update feature. 

• Customer Experience Improvement Program (CEIP), Error and Usage Reporting; Error Reports. This 
software uses CEIP and Error and Usage Reporting components enabled by default that 
automatically send to Microsoft information about your hardware and how you use this software. 
This software also automatically sends error reports to Microsoft that describe which software 
components had errors and may also include memory dumps. You may choose not to use these 
software components. For more information please go to 
<http://go.microsoft.com/fwlink/?LinkID=196910>. 

• Digital Certificates. The software uses digital certificates. These digital certificates confirm the 
identity of Internet users sending X.509 standard encrypted information. They also can be used to 
digitally sign files and macros, to verify the integrity and origin of the file contents. The software 
retrieves certificates and updates certificate revocation lists. These security features operate only 
when you use the Internet. 

• Extension Manager.  The Extension Manager can retrieve other software through the internet from 
the Visual Studio Gallery website.  To provide this other software, the Extension Manager sends to 
Microsoft the name and version of the software you are using and language code of the device 
where you installed the software.   This other software is provided by third parties to Visual Studio 
Gallery.  It is licensed to users under terms provided by the third parties, not from Microsoft. Read 
the Visual Studio Gallery terms of use for more information. 

• IPv6 Network Address Translation (NAT) Traversal service (Teredo). This feature helps existing 
home Internet gateway devices transition to IPv6. IPv6 is a next generation Internet protocol. It 
helps enable end-to-end connectivity often needed by peer-to-peer applications. To do so, each 
time you start up the software the Teredo client service will attempt to locate a public Teredo 
Internet service. It does so by sending a query over the Internet. This query only transfers standard 
Domain Name Service information to determine if your computer is connected to the Internet and 
can locate a public Teredo service. If you 

· use an application that needs IPv6 connectivity or 
· configure your firewall to always enable IPv6 connectivity 

 
by default standard Internet Protocol information will be sent to the Teredo service at Microsoft at 
regular intervals. No other information is sent to Microsoft. You can change this default to use non-
Microsoft servers. You can also switch off this feature using a command line utility named “netsh”. 

• Malicious Software Removal. During setup, if you select “Get important updates for installation”, 
the software may check and remove certain malware from your device. “Malware” is malicious 
software. If the software runs, it will remove the Malware listed and updated at 
www.support.microsoft.com/?kbid=890830. During a Malware check, a report will be sent to 
Microsoft with specific information about Malware detected, errors, and other information about 
your device. This information is used to improve the software and other Microsoft products and 
services. No information included in these reports will be used to identify or contact you. You may 
disable the software’s reporting functionality by following the instructions found at 
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www.support.microsoft.com/?kbid=890830. For more information, read the Windows Malicious 
Software Removal Tool privacy statement at go.microsoft.com/fwlink/?LinkId=113995. 

• Microsoft Digital Rights Management. If you use the software to access content that has been 
protected with Microsoft Digital Rights Management (DRM), then, in order to let you play the 
content, the software may automatically request media usage rights from a rights server on the 
Internet and download and install available DRM updates. For more information, see 
go.microsoft.com/fwlink/?LinkId=178857.  

• Microsoft Telemetry Reporting Participation.  If you choose to participate in Microsoft Telemetry 
Reporting through a “basic” or “advanced” membership, information regarding filtered URLs, 
malware and other attacks on your network is sent to Microsoft.  This information helps Microsoft 
improve the ability of Forefront Threat Management Gateway to identify attack patterns and 
mitigate threats. In some cases, personal information may be inadvertently sent, but Microsoft will 
not use the information to identify or contact you.  You can switch off Telemetry Reporting. For 
more information on this feature, see http://go.microsoft.com/fwlink/?LinkId=130980.  

• Microsoft Update Feature. To help keep the software up-to-date, from time to time, the software 
connects to Microsoft or service provider computer systems over the Internet.  In some cases, you 
will not receive a separate notice when they connect.  When the software does so, we check your 
version of the software and recommend or download updates to your devices.  You may not receive 
notice when we download the update.  You may switch off this feature. 

• Network Awareness. This feature determines whether a system is connected to a network by either 
passive monitoring of network traffic or active DNS or HTTP queries. The query only transfers 
standard TCP/IP or DNS information for routing purposes. You can switch off the active query 
feature through a registry setting. 

• Plug and Play and Plug and Play Extensions. You may connect new hardware to your device, either 
directly or over a network. Your device may not have the drivers needed to communicate with that 
hardware. If so, the update feature of the software can obtain the correct driver from Microsoft and 
install it on your device. An administrator can disable this update feature. 

• Real Simple Syndication (“RSS”) Feed.  This software start page contains updated content that is 
supplied by means of an RSS feed online from Microsoft. 

• Search Suggestions Service. When you type a search query in Internet Explorer by using the Instant 
Search box or by typing a question mark (?) before your search term in the Address bar, you will see 
search suggestions as you type (if supported by your search provider). Everything you type in the 
Instant Search box or in the Address bar when preceded by a question mark (?) is sent to your 
search provider as you type it. In addition, when you press Enter or click the Search button, all the 
text that is in the search box or Address bar is sent to the search provider. If you use a Microsoft 
search provider, the information you send is subject to the Microsoft Online Privacy Statement, 
which is available at go.microsoft.com/fwlink/?linkid=31493. If you use a third-party search 
provider, use of the information sent will be subject to the third party’s privacy practices. You can 
turn search suggestions off at any time in Internet Explorer by using Manage Add-ons under the 
Tools button. For more information about the search suggestions service, see 
go.microsoft.com/fwlink/?linkid=128106.  

• SQL Server Reporting Services Map Report Item. The software may include features that retrieve 
content such as maps, images and other data through the Bing Maps (or successor branded) 
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application programming interface (the “Bing Maps APIs”). The purpose of these features is to 
create reports displaying data on top of maps, aerial and hybrid imagery. If these features are 
included, you may use them to create and view dynamic or static documents. This may be done only 
in conjunction with and through methods and means of access integrated in the software. You may 
not otherwise copy, store, archive, or create a database of the content available through the Bing 
Maps APIs. you may not use the following for any purpose even if they are available through the 
Bing Maps APIs: 

• Bing Maps APIs to provide sensor based guidance/routing, or 

• Any Road Traffic Data or Bird’s Eye Imagery (or associated metadata). 

Your use of the Bing Maps APIs and associated content is also subject to the additional terms and 
conditions at http://www.microsoft.com/maps/product/terms.html. 

• URL Filtering. The URL Filtering feature identifies certain types of web sites based upon predefined 
URL categories, and allows you to deny access to such web sites, such as known malicious sites and 
sites displaying inappropriate or pornographic materials. To apply URL filtering, Microsoft queries 
the online Microsoft Reputation Service for URL categorization.  You can switch off URL filtering. For 
more information on this feature, see http://go.microsoft.com/fwlink/?LinkId=130980 

• Web Content Features. Features in the software can retrieve related content from Microsoft and 
provide it to you. To provide the content, these features send to Microsoft the type of operating 
system, name and version of the software you are using, type of browser and language code of the 
device where you run the software. Examples of these features are clip art, templates, online 
training, online assistance and Appshelp. You may choose not to use these web content features. 

• Windows Media Digital Rights Management. Content owners use Windows Media digital rights 
management technology (WMDRM) to protect their intellectual property, including copyrights. This 
software and third party software use WMDRM to play and copy WMDRM-protected content. If the 
software fails to protect the content, content owners may ask Microsoft to revoke the software’s 
ability to use WMDRM to play or copy protected content. Revocation does not affect other content. 
When you download licenses for protected content, you agree that Microsoft may include a 
revocation list with the licenses. Content owners may require you to upgrade WMDRM to access 
their content. Microsoft software that includes WMDRM will ask for your consent prior to the 
upgrade. If you decline an upgrade, you will not be able to access content that requires the upgrade. 
You may switch off WMDRM features that access the Internet. When these features are off, you can 
still play content for which you have a valid license.  

• Windows Media Player. When you use Windows Media Player, it checks with Microsoft for 

· compatible online music services in your region; 
· new versions of the player; and 
· codecs if your device does not have the correct ones for playing content. 
 

You can switch off this last feature. For more information, go to 
www.microsoft.com/windows/windowsmedia/player/11/privacy.aspx. 

• Windows Rights Management Services. The software contains a feature that allows you to create 
content that cannot be printed, copied or sent to others without your permission. For more 
information, go to www.microsoft.com/rms. you may choose not to use this feature 
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• Windows Time Service. This service synchronizes with time.windows.com once a week to provide 

your computer with the correct time. You can turn this feature off or choose your preferred time 
source within the Date and Time Control Panel applet. The connection uses standard NTP protocol. 

• Windows Update Feature. You may connect new hardware to the device where you run the 
software. Your device may not have the drivers needed to communicate with that hardware. If so, 
the update feature of the software can obtain the correct driver from Microsoft and run it on your 
device. You can switch off this update feature. 

c. Use of Information.  Microsoft may use the device information, error reports, and malware reports to 
improve our software and services. We may also share it with others, such as hardware and software 
vendors. They may use the information to improve how their products run with Microsoft software. 

d. Misuse of Internet-based Services. You may not use any Internet-based service in any way that could 
harm it or impair anyone else’s use of it. You may not use the service to try to gain unauthorized access 
to any service, data, account or network by any means.  
 

5. SCOPE OF LICENSE. The Licensed Content is licensed, not sold. This agreement only gives you some rights 
to use the Licensed Content. Microsoft reserves all other rights. Unless applicable law gives you more 
rights despite this limitation, you may use the Licensed Content only as expressly permitted in this 
agreement. In doing so, you must comply with any technical limitations in the Licensed Content that only 
allows you to use it in certain ways. Except as expressly permitted in this agreement, you may not: 
• install more copies of the Licensed Content on devices than the number of licenses you acquired;  
• allow more individuals to access the Licensed Content than the number of licenses you acquired; 
• publicly display, or make the Licensed Content available for others to access or use;  
• install, sell, publish, transmit, encumber, pledge, lend, copy, adapt, link to, post, rent, lease or lend, 

make available or distribute the Licensed Content to any third party, except as expressly permitted 
by this Agreement. 

• reverse engineer, decompile, remove or otherwise thwart any protections or disassemble the 
Licensed Content except and only to the extent that applicable law expressly permits, despite this 
limitation;  

• access or use any Licensed Content for which you  are not providing a training session to End Users 
using the Licensed Content; 

• access or use any Licensed Content that you have not been authorized by Microsoft to access and 
use; or 

• transfer the Licensed Content, in whole or in part, or assign this agreement to any third party. 
 

6. RESERVATION OF RIGHTS AND OWNERSHIP.  Microsoft reserves all rights not expressly granted to you in 
this agreement.  The Licensed Content is protected by copyright and other intellectual property laws and 
treaties.  Microsoft or its suppliers own the title, copyright, and other intellectual property rights in the 
Licensed Content.  You may not remove or obscure any copyright, trademark or patent notices that 
appear on the Licensed Content or any components thereof, as delivered to you.   
 

7. EXPORT RESTRICTIONS. The Licensed Content is subject to United States export laws and regulations. You 
must comply with all domestic and international export laws and regulations that apply to the Licensed 
Content. These laws include restrictions on destinations, End Users and end use. For additional 
information, see www.microsoft.com/exporting. 
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8. LIMITATIONS ON SALE, RENTAL, ETC. AND CERTAIN ASSIGNMENTS. You may not sell, rent, lease, lend or 

sublicense the Licensed Content or any portion thereof, or transfer or assign this agreement.   
 

9. SUPPORT SERVICES. Because the Licensed Content is “as is”, we may not provide support services for it. 
 

10. TERMINATION. Without prejudice to any other rights, Microsoft may terminate this agreement if you fail 
to comply with the terms and conditions of this agreement. Upon any termination of this agreement, you 
agree to immediately stop all use of and to irretrievable delete and destroy all copies of the Licensed 
Content in your possession or under your control.  

 
11. LINKS TO THIRD PARTY SITES.  You may link to third party sites through the use of the Licensed Content.  

The third party sites are not under the control of Microsoft, and Microsoft is not responsible for the 
contents of any third party sites, any links contained in third party sites, or any changes or updates to third 
party sites.  Microsoft is not responsible for webcasting or any other form of transmission received from 
any third party sites.  Microsoft is providing these links to third party sites to you only as a convenience, 
and the inclusion of any link does not imply an endorsement by Microsoft of the third party site. 

 
12. ENTIRE AGREEMENT. This agreement, and the terms for supplements, updates and support services are 

the entire agreement for the Licensed Content.  
 
13. APPLICABLE LAW.  

a. United States. If you acquired the Licensed Content in the United States, Washington state law governs 
the interpretation of this agreement and applies to claims for breach of it, regardless of conflict of laws 
principles. The laws of the state where you live govern all other claims, including claims under state 
consumer protection laws, unfair competition laws, and in tort.  
 

b. Outside the United States. If you acquired the Licensed Content in any other country, the laws of that 
country apply.  
 

14. LEGAL EFFECT. This agreement describes certain legal rights. You may have other rights under the laws of 
your country. You may also have rights with respect to the party from whom you acquired the Licensed 
Content. This agreement does not change your rights under the laws of your country if the laws of your 
country do not permit it to do so.  

 
15. DISCLAIMER OF WARRANTY. THE LICENSED CONTENT IS LICENSED "AS-IS," "WITH ALL FAULTS," AND "AS 

AVAILABLE." YOU BEAR THE RISK OF USING IT. MICROSOFT CORPORATION AND ITS RESPECTIVE 
AFFILIATES GIVE NO EXPRESS WARRANTIES, GUARANTEES, OR CONDITIONS UNDER OR IN RELATION TO 
THE LICENSED CONTENT. YOU MAY HAVE ADDITIONAL CONSUMER RIGHTS UNDER YOUR LOCAL LAWS 
WHICH THIS AGREEMENT CANNOT CHANGE. TO THE EXTENT PERMITTED UNDER YOUR LOCAL LAWS, 
MICROSOFT CORPORATION AND ITS RESPECTIVE AFFILIATES EXCLUDE ANY IMPLIED WARRANTIES OR 
CONDITIONS, INCLUDING THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND 
NON-INFRINGEMENT. 

 
16. LIMITATION ON AND EXCLUSION OF REMEDIES AND DAMAGES. TO THE EXTENT NOT PROHIBITED BY 

LAW, YOU CAN RECOVER FROM MICROSOFT CORPORATION AND ITS SUPPLIERS ONLY DIRECT 
DAMAGES UP TO USD$5.00. YOU AGREE NOT TO SEEK TO RECOVER ANY OTHER DAMAGES, INCLUDING 
CONSEQUENTIAL, LOST PROFITS, SPECIAL, INDIRECT OR INCIDENTAL DAMAGES FROM MICROSOFT 
CORPORATION AND ITS RESPECTIVE SUPPLIERS. 
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This limitation applies to 
o anything related to the Licensed Content, services made available through the Licensed Content, or 

content (including code) on third party Internet sites or third-party programs; and  
o claims for breach of contract, breach of warranty, guarantee or condition, strict liability, negligence, 

or other tort to the extent permitted by applicable law.  
 

It also applies even if Microsoft knew or should have known about the possibility of the damages. The 
above limitation or exclusion may not apply to you because your country may not allow the exclusion or 
limitation of incidental, consequential or other damages.  

 
Please note: As this Licensed Content is distributed in Quebec, Canada, some of the clauses in this agreement 
are provided below in French. 
 
Remarque : Ce le contenu sous licence étant distribué au Québec, Canada, certaines des clauses dans ce 
contrat sont fournies ci-dessous en français. 
 
EXONÉRATION DE GARANTIE. Le contenu sous licence visé par une licence est offert « tel quel ». Toute 
utilisation de ce contenu sous licence est à votre seule risque et péril. Microsoft n’accorde aucune autre garantie 
expresse. Vous pouvez bénéficier de droits additionnels en vertu du droit local sur la protection dues 
consommateurs, que ce contrat ne peut modifier. La ou elles sont permises par le droit locale, les garanties 
implicites de qualité marchande, d’adéquation à un usage particulier et d’absence de contrefaçon sont exclues. 
 
LIMITATION DES DOMMAGES-INTÉRÊTS ET EXCLUSION DE RESPONSABILITÉ POUR LES DOMMAGES.  Vous 
pouvez obtenir de Microsoft et de ses fournisseurs une indemnisation en cas de dommages directs uniquement 
à hauteur de 5,00 $ US. Vous ne pouvez prétendre à aucune indemnisation pour les autres dommages, y 
compris les dommages spéciaux, indirects ou accessoires et pertes de bénéfices. 
Cette limitation concerne: 

• tout  ce qui est relié au le contenu sous licence , aux services ou au contenu (y compris le code) 
figurant sur des sites Internet tiers ou dans des programmes tiers ; et 

• les réclamations au titre de violation de contrat ou de garantie, ou au titre de responsabilité 
stricte, de négligence ou d’une autre faute dans la limite autorisée par la loi en vigueur. 

 
Elle s’applique également, même si Microsoft connaissait ou devrait connaître l’éventualité d’un tel dommage.  
Si votre pays n’autorise pas l’exclusion ou la limitation de responsabilité pour les dommages indirects, 
accessoires ou de quelque nature que ce soit, il se peut que la limitation ou l’exclusion ci-dessus ne s’appliquera 
pas à votre égard. 
 
EFFET JURIDIQUE.  Le présent contrat décrit certains droits juridiques. Vous pourriez avoir d’autres droits prévus 
par les lois de votre pays.  Le présent contrat ne modifie pas les droits que vous confèrent les lois de votre pays 
si celles-ci ne le permettent pas. 
 
Revised March 2012 
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Auditing SQL Server Environments 

Contents: 
Lesson 1: Options for Auditing Data Access in SQL 12-3 

Lesson 2: Implementing SQL Server Audit 12-12 

Lesson 3: Managing SQL Server Audit 12-26 

Lab 12: Auditing SQL Server Environments 12-31 

  



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
12-2 Auditin

Modu

O
en
of
co

SQ
ar
au
op
m

O

A

• 

• 

• 

 

ng SQL Server Enviro

ule Ove

One of the mos
nsuring that au
f compliance g
omponent in m

QL Server 2008
re part of all ed
uditing that we
ptions for aud

manage that fe

Objectives 

fter completin

Describe th

Implement 

Manage SQ

onments 

erview 

st important as
uditing and co
goals. Choosin
meeting those 

8 introduced t
ditions of SQL
ere not possib
iting within SQ
ature. 

ng this lesson, y

he options for a

SQL Server Au

QL Server Audi

 

spects of confi
ompliance requ
g the appropr
goals. 

the SQL Server
 Server 2012). 

ble in earlier ve
QL Server, see 

you will be ab

auditing data 

udit. 

t. 

guring securit
uirements are 
riate configura

r Audit feature
The audit feat

ersions of the p
how to implem

le to: 

access in SQL 

ty for Microsof
met. Organiza

ation for SQL S

e in the Enterp
ture provides t
product. In thi
ment the SQL 

Server. 

ft® SQL Serve
ations may nee
Server will ofte

prise edition. (S
that ability to 
s module, you
Server Audit f

 

r® systems is 
ed to meet a v

en be a key 

Some audit fea
perform types

u will see the a
feature and lea

variety 

atures 
s of 
vailable 

arn to 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
Lesson
Optio

Pr
av
p
le

O

A

• 

• 

• 

• 

• 

n 1 
ons for A

rior to SQL Ser
vailable in SQL
rovides all pos

esson, you will 

Objectives 

fter completin

Describe th

Use C2 aud

Describe th

Configure t

Describe th

 

Auditin

rver 2008, a va
L Server 2012 a
ssible auditing 
learn about th

ng this lesson, y

he need for aud

dit mode. 

he Common Cr

triggers for au

he use of SQL t

ng Data 

ariety of auditi
and may form 
requirements

he options ava

you will be ab

diting. 

riteria Audit O

diting. 

trace for audit

Access 

ng options we
part of your a
and a combin
ilable. 

le to: 

ption. 

ing. 

10775A: Administ

in SQL 

ere available in
auditing strate
nation of featu

tering Microsoft SQL 

Server 

n SQL Server. T
egy. In general
ures often need

Server 2012 Databas

 

These options 
, no one featu
ds to be used. 

ses  12-3 

are still 
re 
In this 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
12-4 Auditin

D

K

ng SQL Server Enviro

Discussion:

Key Points 

Question: 

Question: 

Question: 

Question: 
with? 

 

onments 

 Auditing 

Why is auditin

What method

What are the l

Which standar

Data Acce

ng required? 

s have you use

limitations of t

rds that requir

ess 

ed for auditing

the methods y

re auditing doe

g? 

you have used

es your organ

? 

ization need to

 

o comply 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
U

K

C
pa
Pr

C

Th
A
p
sy

C
pu
Sy
"o

Th

• 

• 

• 

By

 

Using C2 A

Key Points 

2 refers to a se
articular instal
roducts do no

C2 Certificat

he Windows N
gency (NSA) E
roducts could 
ystems have a 

2 is one of a se
ublished by th
ystem Evaluati
orange book". 

Note As

he security po

Own object

Have contr

Are accoun

y today’s stand

 

Audit Mode

et of security p
lation, includin
t become C2 c

ion 

NT® operating
Evaluated Prod
be configured
long history o

eries of securit
he National Co
on Criteria (TC
 

 a curious side

licy in C2 is kn

ts. 

ol over the pro

ntable for all th

dards, the C2 r

 

e 

policies that de
ng the hardwa
certified. Sites 

g system (serve
ducts List (EPL)
d in a way that
of being able to

ty ratings, invo
omputer Securi
CSEC). This doc

e-note, the "or

nown as Discre

otection of the

heir access-rela

requirements a

efine how a se
are, software, a
become C2 ce

er and worksta
 in 1995. This 

t would enable
o be configure

olving A, B, C, a
ity Center (NC
cument was co

range book" w

etionary Access

e objects they 

ated actions. 

are relatively e

10775A: Administ

ecure system o
and the enviro
ertified. 

ation) were firs
means that it 

e sites using th
ed in a complia

and D level se
CSC) in a docum
ommonly refe

was part of the 

s Control. User

own. 

easy for sites to

tering Microsoft SQL 

operates. Certif
onment that th

st listed on the
was acknowle

hem to becom
ant manner. 

ecure products
ment called th
rred to in the 

"rainbow serie

rs of the system

o attain. 

Server 2012 Databas

 

fication applie
he system oper

e National Secu
dged that tho
e certified. Wi

s. These ratings
he Trusted Com
industry as the

es". 

m: 

ses  12-5 

s to a 
rates in. 

urity 
se 
ndows 

s were 
mputer 
e 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
12-6 Auditing SQL Server Environments 

SQL Server and C2 

SQL Server can be configured to meet C2 requirements. A system configuration option ‘c2 audit mode’ 
can be enabled using the sp_configure system stored procedure. While easy to configure, this option is 
now rarely used or even appropriate to use. Enabling the C2 audit option can have a negative 
performance impact on the server through the generation of large volumes of event information.  

Most customers that configure this option do so without realizing what they are enabling and eventually 
(sometimes sooner rather than later) end up running out of disk space. 

For practical purposes, C2 has now been superseded by Common Criteria compliance, which is described 
in the next topic. 
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The implementation of RIP increases security but will negatively impact on the performance of the system. 

Question: Why is there a need to make a change for GRANT as the column-level overriding 
DENY at the table-level? 
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Extended Events uses specific terminology for describing the objects that it uses: 

Object Description 

Events Points of interest during the execution of code 

Targets Places that the trace details are sent to (such as files) 

Actions Responses that can be made to events (for example, one type of 
action captures execution plans to include in the trace) 

Types Definitions of the objects that Extended Events works with 

Predicates Dynamic filters that are applied to the event capture 

Maps Mapping of values to strings. (An example would be the 
mapping of codes to descriptions) 
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You need to choose a target for the output of your audit. The available audit targets were discussed in a 
previous topic. 

Note On Windows® XP, the security event log is not available as a destination. 

 

Note Each audit can be the target of at most one server audit specification and one 
database audit specification. 

Question: Why is it recommended to select the option to shut down server on audit failure? 
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(continued) 

DMV/View Description

sys.server_audit_specification_details Contains information about the server audit 
specification details (actions) in a SQL Server audit

Sys.database_audit_specifications Contains information about the database audit 
specifications in a SQL Server audit 

Sys.database_audit_specification_details Contains information about the database audit 
specifications in a SQL Server audit 

 

A number of the system views will be used in the upcoming demonstrations. 
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Supporting Documentation 

Audit Requirements from the Compliance Department 

1. All audit records should be written to the folder C:\Audit\AuditLog. 

2. Audit records should be written as quickly as possible however a tolerance of two seconds of audit 
records is the maximum permitted loss in the event of failure.  

3. The server instance should not continue to operate if auditing is not occurring. 

4. The name of the audit should be Proseware Compliance Audit. 

5. There is no limit to the number of audit files that may be created however each audit file should be 
limited to 1 GB in size. 

6. At the server level, the following items need to be audited: 

• Failed login attempts 

• Changes to the membership of server roles 

• Any changes to server logins (principals) 

• Any changes to passwords 

7. At the MarketDev database level, the following items need to be audited: 

• Changes to the membership of database roles 

• Backups and restores of the database 

• Changes to any permissions within the database 

• Any changes to database users (principals) 

• Any change of database ownership 

• Any updates to the Marketing.CampaignBalance table 

• Any executions of the Marketing.MoveCampaignBalance stored procedure 

Exercise 1: Determine Audit Configuration and Create Audit 

Scenario 
You need to determine the configuration of a server audit, based on the business security requirements. In 
this exercise, you will create the required Server Audit. 

The main tasks for this exercise are as follows: 

1. Review the requirements. 

2. Create the server audit. 

 Task 1: Review the requirements 
• Review the supplied requirements in the supporting documentation for the exercise. 
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 Task 2: Create the server audit 
• Determine the configuration of the required server audit. 

• Create the server audit using SQL Server Management Studio.  

• Enable the server audit. 

Results: After this exercise, you should have created the required server audit.  

Exercise 2: Create Server Audit Specifications 

Scenario 
You need to determine which of the business requirements can be met via server audit specifications. You 
will then determine the required Server Audit Specifications and create them. 

The main tasks for this exercise are as follows: 

1. Review the requirements. 

2. Create the server audit specifications. 

 Task 1: Review the requirements 
• Review the supplied requirements in the supporting documentation for the exercise. 

 Task 2: Create the server audit specifications 
• Determine the required server audit specifications. 

• Create the server audit specifications using SQL Server Management Studio. 

• Enable the server audit specifications. 

Results: After this exercise, you should have created the required server audit specification. 

Exercise 3: Create Database Audit Specifications  

Scenario 
Some of the audit requirements will require database audit specifications to be created. In this exercise, 
you will determine which of the audit requirements could be met by database audit specifications. You 
will then create those database audit specifications. 

The main tasks for this exercise are as follows: 

1. Review the requirements. 

2. Create the database audit specifications. 

 Task 1: Review the requirements 
• Review the requirements.  
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 Task 2: Create the database audit specifications 
• Determine the required database audit specifications. 

• Create any required database audit specifications using SQL Server Management Studio. 

• Enable any database audit specifications that you created. 

Results: After this exercise, you should have created the required database audit specifications. 

Challenge Exercise 4: Test Audit Functionality (Only if time permits) 

Scenario 
You need to check that the auditing you have set up is functioning as expected. You will execute a test 
workload script and then review the captured audit using both the GUI is SSMS and T-SQL. 

The main tasks for this exercise are as follows: 

1. Execute the workload script. 

2. Review the captured audit details. 

 Task 1: Execute the workload script 
• From Solution Explorer open and execute the workload script 81 – Lab Exercise 4a.sql. 

 Task 2: Review the captured audit details  
• Review the captured audit details using the View Audit Logs option in SQL Server Management 

Studio. (This is a right-click option from the Server Audit).  

• Write a query to retrieve the audit log details using T-SQL. 

Results: After this exercise, you should have checked that the auditing works as expected. 
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Module 13 
Automating SQL Server 2012 Management 

Contents: 
Lesson 1: Automating SQL Server Management 13-3 

Lesson 2: Working with SQL Server Agent 13-11 

Lesson 3: Managing SQL Server Agent Jobs 13-19 

Lab 13: Automating SQL Server Management 13-26 
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Consistent Execution of Routine Tasks 

Another problem that can occur when routine tasks are performed manually is that the tasks may not be 
performed the same way each time. Imagine a situation where a database administrator is required to 
archive some data from a set of production tables, into a set of history tables every Monday morning. The 
new tables need to have the same name as the original tables with a suffix that includes the current date. 

While the administrator might remember to perform this task every Monday morning, what is the 
likelihood that one of the following errors would occur? 

• Copy the wrong tables 

• Copy only some of the tables 

• Forget what the correct date is when creating the suffix 

• Format the date in the suffix incorrectly 

• Copy data into the wrong archive table 

Anyone that has been involved in ongoing administration of systems would tell you that these and other 
problems would occur from time to time, even when the tasks are executed by experienced and reliable 
administrators. Automating routine tasks can assist greatly in making sure that they are performed 
consistently each time they are executed. 

Proactive Management 
Once routine tasks are automated, it is easy for a situation where the routine execution of the tasks fails 
but no administrator ever notices that the task is failing. For example, there are many tragic tales on the 
SQL Server community support forums from administrators that automated the backup of their databases, 
and where they did not notice that the backups had been failing for a long time, until they needed one of 
the backups.  

As well as automating your routine tasks, you need to ensure that you create notifications that tell you 
when the tasks fail, even if you cannot imagine a situation where the tasks could fail. For example, you 
may have created a backup strategy that creates database backups in a given folder. The job may run 
reliably for years until another administrator inadvertently deletes or renames the target folder. You need 
to know as soon as this problem occurs so that you can rectify the situation. 

A more proactive administrator will try to detect potential problems before they occur. For example, 
rather than receiving a notification that a job failed because a disk was full, an administrator might 
schedule regular checks of available disk space and make sure that a notification is received when 
available free space is starting to get too low. SQL Server provides alerts on system and performance 
conditions. 

Question: What tasks need to be automated on the systems in your organization? 
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Note that there are other SQL Server features that can be used to automate complex monitoring 
requirements. The Extended Events feature is an example of this but is out of the scope of this training.  

Question: Can you think of events that might occur on a SQL Server system that you would 
want to be alerted about? 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
13-8 Autom

O

K

A
fo

St

Fo
to
w
Se
se
in
sy

Th
SQ

A

 

 

mating SQL Server 201

Overview o

Key Points 

s mentioned e
or automating 

tarting SQL

or SQL Server A
o be running c

when the opera
erver Agent to
ervices and com
nstallation opti
ystem. 

he start mode 
QL Server Con

Start Mode 

Automatic  

Disabled 

Manual 

12 Management 

of SQL Serv

earlier in this m
SQL Server ad

L Server Age

Agent to perfo
onstantly. Bec

ating system st
o be started ma
mponents are 
ion needs to b

for SQL Serve
figuration Ma

Descriptio

The service

The service

The service

ver Agent

module, SQL Se
dministrative ta

ent 

orm its main ro
cause of this, S
tarts. Note tha
anually. The de
not installed o

be changed if t

r Agent is con
nager as show

on 

e will start whe

e will not start

e needs to be 

 

erver Agent is 
asks. SQL Serve

ole of executin
QL Server Age
t the default o
esign of the SQ
or started unle
there is a need

figured in the 
wn on the slide

en the operati

t, even if you a

manually start

the compone
er Agent runs 

ng jobs and fir
ent is typically 
option during 
QL Server insta
ess they are req
d for SQL Serve

properties of 
e. Note that th

ing system sta

attempt to star

ted. 

nt of SQL Serv
as a Windows

ring alerts, SQL
configured to
SQL Server ins
allation proces
quired. This m
er Agent to be

the SQL Serve
ree start mode

rts. 

rt it manually. 

 

ver that is resp
s service. 

L Server Agent
o start automat
stallation is for
ss ensures that

means that the 
e running on y

er Agent servic
es are configu

onsible 

t needs 
tically 
r SQL 
t 
default 
our 

ce in 
rable: 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
 10775A: Administering Microsoft SQL Server 2012 Databases  13-9 

In addition, you can configure the SQL Server Agent service to restart automatically if it stops 
unexpectedly. The automatic restart option is set in the properties page for the SQL Server Agent in SSMS, 
as shown below: 

 

 

 

 

 

 

 

 

To restart automatically, the SQL Server Agent service account must be a member of the local 
Administrators group for the computer that SQL Server is installed on but this is not considered a best 
practice. A better option would be to use an external monitoring tool such as System Center Operations 
Manager to monitor and restart the SQL Server Agent service if necessary. 

Question: Why should SQL Server Agent service be always configured to start up 
automatically? 
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Job Schedules 

One or more schedules can be defined for every job. Schedules can be defined as recurring, but also other 
schedule types provide for one time execution or for execution when SQL Server Agent first starts. 

You may need to create multiple schedules for a job when the required recurrence pattern for the job is 
complex and cannot be accommodated within a single job schedule. 

While each schedule can also be shared between many jobs, it is important to avoid having too many jobs 
starting at the same time. 

Creating Jobs 
You can use SQL Server Management Studio to create jobs or you can execute the sp_add_job system 
stored procedure. Creating a job requires the execution of a number of additional system stored 
procedures, to add steps and schedules to the job. 

The job definition is stored in the msdb database, along with all of SQL Server Agent configuration. 

Job Categories 

Jobs can be placed into categories. SQL Server has a number of built-in categories as shown below but 
you can add your own categories; 

 

 

 

 

 

 

 

 

 

 

Job categories can be useful when you need to perform actions that are associated with jobs in a specific 
category. For example, it would be possible to create a job category called "SQL Server 2005 Policy Check" 
and to write a PowerShell script to execute all the jobs in that category against your SQL Server 2005 
servers. 

Note A detailed discussion on the use of PowerShell is an advanced topic that is out of 
scope for this course. 

 

Note It is also important to consider the security account that each type of job step 
requires for execution. Module 14 discusses security for SQL Server Agent. 

Question: Can you think of a use for job categories?  
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In the Advanced properties of each job step, an action can be configured for both success and failure as 
shown below: 

 

 

 

 

 

 

 

 

By configuring the action to occur on the success and failure of each job step, a workflow can be created 
that determines the overall logic flow of the job. Note that as well as each job step having a defined 
outcome, the overall job reports an outcome. This means that even though some job steps might succeed, 
the overall job might still report failure. 

Retrying Job Steps 

You can specify the number of times that SQL Server should attempt to retry execution of a job step if the 
step fails. You also can specify the retry intervals (in minutes). For example, if the job step requires a 
connection to a remote server, you could define several retry attempts in case the connection fails. 

Question: Which operations should not be grouped together in a job? 

  



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
13-16 Auto

S

K

Sc
Sc
re

• 

• 

• 

Ev
ex
re

 

mating SQL Server 2

cheduling

Key Points 

chedules are u
chedules are a
ecurring sched

One time e

Start autom

Start whene

ven though a j
xecution. If yo
equest. If a job

Question: 
hourly back

012 Management 

g Jobs for E

used to start jo
ssigned name
ules, a numbe

execution. 

matically when 

ever the CPU b

job may have 
u try to run a j

b is still running

What could be
kups during w

 

Execution

obs at requeste
s and schedule

er of special rec

SQL Server Ag

becomes idle.

multiple sched
job manually w
g when it is sch

e changed if th
eekend? 

ed times. One 
es can be shar
currence types

gent starts. 

dules, SQL Serv
while it is runn
heduled to run

he database in

or more sched
red across mul
s are also defin

ver will limit th
ning as schedu
n again, SQL S

n the example 

dules can be as
ltiple jobs. Apa
ned: 

he job to a sin
uled, SQL Serve
Server Agent re

above does n

 

ssociated with
art from stand

gle concurren
er Agent refuse
efuses to run it

ot need 

h a job. 
ard 

t 
es the 
t again. 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
S

K

Jo
ex
fo

• 

• 

• 

• 

O
O
V

 

cripting Jo

Key Points 

obs are typical
xecuted to def
ollowing reaso

Scripts of jo

Jobs can ea

There is als
environmen
ability to sc

Scripts of jo

Note Mo

Other more adv
Objects (SMO). 

isual Basic® o

Question: 

 

obs 

ly first created
fine a single jo
ns: 

obs can be use

asily be recreat

o a common r
nt) and to dep
cript jobs allow

obs could be u

ore than one j

vanced option
SMO can be u

or C#, and can 

In which scena

d in SSMS as th
ob. However, it

ed in documen

ted after a fail

requirement to
ploy the job in 
ws for easier de

used when per

ob can be sele

s are available
used in conjun
be used in con

arios might it b

 

here are a seve
t is important t

ntation and ca

ure if necessar

o be able to cr
another enviro

eployment of t

forming side b

ected in Objec

e for scripting j
ction with .NE
njunction with

be useful to sc

10775A: Administer

eral system sto
that existing jo

n be archived 

ry, if scripts of 

reate a job in o
onment (such 
the jobs. 

by side upgrad

ct Explorer Det

jobs, such as t
ET programmin
h PowerShell. 

cript more than

ring Microsoft SQL Se

ored procedure
obs be scripted

into source co

the jobs have 

one environme
as a productio

des of SQL Serv

tails when scrip

he use of SQL 
ng in language

n one job at a 

erver 2012 Database

 

es that need to
d in T-SQL for 

ode control sys

been created

ent (such as a 
on environme

ver systems. 

pting. 

Server Manag
es such as Mic

time? 

es  13-17 

o be 
the 

stems.  

.  

test 
nt). The 

gement 
crosoft 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
13-18 Auto

D

D

1.

2.

3.

 

mating SQL Server 2

Demonstra

Demonstrati

. If Demonst

• Revert 

• In the v
SQL Se
Conne
D:\107

• From t
from w

. Open the 2

. Follow the 

012 Management 

ation 2A: S

ion Steps 

ration 1A was 

the virtual ma

virtual machin
erver Manage
ect. From the F
775A_Labs\10

he View menu
within Solution 

21 – Demonst

instructions co

 

cripting Jo

not performe

achines as per 

e, click Start, c
ement Studio.
File menu, clic
0775A_13_PRJ

u, click Solutio
Explorer. 

ration 2A.sql

ontained withi

obs 

d: 

the instruction

click All Progr
. In the Conne
k Open, click P
J\10775A_13_

on Explorer. O

script file. 

n the commen

ns in D:\10775

rams, click Mi
ect to Server w
Project/Solut
_PRJ.ssmssln

Open and exec

nts of the scrip

5A_Labs\Revert

icrosoft SQL S
window, type P
tion, navigate 
and click Ope

cute the 00 – S

pt file. 

 

t.txt. 

Server 2012, c
roseware and
to 

en. 

Setup.sql scrip

click 
d click 

pt file 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
Lesson
Mana

W
en
an
w
th

O

A

• 

• 

• 

 

n 3 
aging SQ

While the autom
nsure that tho
nd failed execu

will show you h
hat fail or that 

Objectives 

fter completin

View job hi

Query SQL 

Troublesho

 

QL Serv

mation of rout
se tasks contin
utions by main
ow to query th
do not perfor

ng this lesson, y

story. 

Server Agent-

oot failed jobs. 

 

ver Agen

tine administra
nue to execute
ntaining histor
he history tabl
m as expected

you will be ab

-related system

nt Jobs

ative and othe
e as expected. 
ry in tables tha
les and provid
d. 

le to: 

m tables and vi

10775A: Administer

r tasks is impo
SQL Server pr

at are containe
e you with an 

iews. 

ring Microsoft SQL Se

ortant, it is equ
ovides detail r

ed in the msdb
approach for 

erver 2012 Database

 

ually important
regarding prev
b database. Th
troubleshooti

es  13-19 

t to 
vious 
is lesson 
ng jobs 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
13-20 Auto

V

K

SQ
th

Yo
se
co

V

Ea
re
ca
jo

Th
hi
p

 

mating SQL Server 2

Viewing Jo

Key Points 

QL Server Age
he outcome of

ou can choose
etting notificat
onfiguration fo

Viewing Job 

ach job and ea
eviewed to see
an also be retr
ob history will 

he most recen
istory entries c
roperty windo

012 Management 

b History 

nt keeps track
f entire jobs, SQ

e to write job o
tion properties
or log output. 

History 

ach job step ha
e the reason w
rieved program
be shown in th

t 1000 entries 
can be configu
ow for the SQL 

 

k of job outcom
QL Server Age

outcomes to th
s for each job. 

as an outcome
hy the job step

mmatically by d
he next topic i

for job history
ured based on 

Server Agent 

mes in system 
ent records the

he Windows A
The history ta

e. If a job fails, 
p failed. The h
directly queryi
n this lesson. 

y are retained 
either age or 
service. 

tables in the m
e outcome of e

Application log
ables in msdb a

the failing job
istory for each
ing the system

by default but
the total size o

msdb database
each job step. 

g and to the SQ
are always wri

b step outcom
h job can be vi

m tables. Writin

t the retention
of the job histo

 

e. As well as re

QL Server log b
tten regardles

e needs to be 
iewed in SSMS
ng queries to r

n period for jo
ory data, using

ecording 

by 
ss of the 

S but 
retrieve 

b 
g the 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
 10775A: Administering Microsoft SQL Server 2012 Databases  13-21 

Object Explorer in SSMS also provides a Job Activity Monitor. The Job Activity Monitor offers a view of 
currently executing jobs and of data showing the results of the previous execution along with the 
scheduled time for the next execution of the job. An example of the data provided by the Job Activity 
Monitor is shown below: 

 

 

 

 

 

 

 

Question: How would a corrupt msdb database affect SQL Server Agent? 
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Checking Job Execution 

If SQL Server Agent is running but an individual job will not execute, check the following items: 

• Make sure that the job is enabled. Disabled jobs will not run. 

• Make sure that the job is scheduled. Perhaps the schedule is incorrect or the time for the next 
scheduled execution has not occurred yet. 

• Make sure that the schedule is enabled. Both jobs and schedules can be disabled. A job will not run 
on a schedule that is disabled. 

Check Access to Dependencies 
Verify that all dependent objects such as databases, files, and procedures are available. In Demonstration 
2A, you saw a situation where the job on the second SQL Server instance did not run because the objects 
required to run the job were not present. 

Jobs often run in a different security context to the user that creates them. Incorrect security settings are a 
common problem that causes job execution to fail. The security context for job steps is discussed in more 
detail in Module 14. 

Question: When migrating a job from test to production, what else would be required apart 
from moving the job itself? 
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Exercise 1: Create a Data Extraction Job 

Scenario 

In Module 8 you created an SSIS data extraction package. The extraction process identifies prospects that 
have not been contacted recently. The output of this extraction process is used for planning marketing 
activities during the week. You need to create a job to execute the SSIS package.  

The main tasks for this exercise are as follows: 

1. Create the required job. 

2. Test that the job executes without error. 

 Task 1: Create the required job 
• Create the required job. Call the job “Extract Uncontacted Prospects”. The job needs to execute the 

SSIS package “Weekly Extract of Prospects to Contact” which is located on the Proseware server 
instance.  

 Task 2: Test that the job executes without error 
• Using Object Explorer, start the job and make sure it executes correctly. 

Results: After this exercise, you should have created the data extraction job.  

Exercise 2: Schedule the Data Extraction Job 

Scenario 

You have created a job to perform the extraction of prospects that need to be contacted. The information 
provided by this job is used two times during the week. A meeting is held at 9AM each Monday morning 
to plan the marketing activities for the week. A second planning meeting is held at 7PM on Tuesday 
evenings. You need to make sure that an updated list is available shortly before each meeting. You should 
schedule the extraction job to run each Monday at 8:30AM and each Tuesday at 6:30PM.  

The main task for this exercise is as follows: 

1. Schedule the data extraction job. 

 Task 1: Schedule the data extraction job 
• Create a new job schedule for each Monday at 8.30AM. 

• Create a new job schedule for each Tuesday at 6.30PM. 

• Assign the schedule to the data extraction job. 

Results: After this exercise, you should have applied multiple schedules to the data extraction job. 
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Challenge Exercise 3: Troubleshoot a Failing Job (Only if time permits) 

Scenario 

On the Proseware server, a new SQL Server Agent job called Extract Long Page Loads was recently 
created. The job retrieves details of web pages that took a long time to load from the Marketing.WebLog 
table for further analysis by the web development team. The job is intended to run every Monday at 6AM. 
The job was implemented last week but no data retrieval appears to have occurred this week. You need to 
investigate and correct any issues with this job. 

The main task for this exercise is as follows: 

1. Troubleshoot the failing job. 

 Task 1: Troubleshoot the failing job 
• Review the job history for the failing job and identify the cause of the failure. 

• Correct the problem that is preventing the job from executing successfully.  

• Test that the job now runs. 

• Ensure that the job is correctly scheduled. 

Results: After this exercise, you should have resolved the issues with the failing job. 
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Module 14 
Configuring Security for SQL Server Agent 

Contents: 
Lesson 1: Understanding SQL Server Agent Security 14-3 

Lesson 2: Configuring Credentials 14-13 

Lesson 3: Configuring Proxy Accounts 14-18 

Lab 14: Configuring Security for SQL Server Agent 14-24 
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When SQL Server Configuration Manager is used to assign an account to the service (which is the 
preferred and supported method for changing service accounts), SQL Server Configuration Manager 
places the account into the correct group. No additional special permission grants need to be made. 

Note The SQL Server Agent account cannot use SQL Server Authentication for its 
connection to the SQL Server database engine. 

SQL Server Agent jobs are executed in the context of the service account by default. The alternative is to 
create Proxy Accounts that will be used for job execution. Proxy Accounts will be described later in this 
module. 

Question: What would cause a SQL Server Agent service account to need sysadmin 
privileges on the SQL Server instance? 
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SQLAgentUserRole 

SQLAgentUserRole is the least privileged of the SQL Server Agent fixed database roles. Members of 
SQLAgentUserRole have permissions only on the local jobs and job schedules that they own. They cannot 
run multi-server jobs (master and target server jobs), and they cannot change job ownership to gain 
access to jobs that they do not already own. SQLAgentUserRole members can also view a list of available 
proxies in the Job Step Properties dialog box of SSMS. 

SQLAgentReaderRole 

SQLAgentReaderRole includes all the SQLAgentUserRole permissions as well as permissions to view the list 
of available multiserver jobs, their properties, and their history. Members of this role can also view the list 
of all available jobs and job schedules and their properties, not just the jobs and job schedules that they 
own. SQLAgentReaderRole members cannot change job ownership to gain access to jobs that they do not 
already own.  

SQLAgentOperatorRole 

SQLAgentOperatorRole is the most privileged of the SQL Server Agent fixed database roles. It includes all 
the permissions of SQLAgentUserRole and SQLAgentReaderRole. Members of this role can also view 
properties for operators and proxies, and enumerate the available proxies and alerts on the server. 

SQLAgentOperatorRole members have additional permissions on local jobs and schedules. They can 
execute, stop, or start all local jobs, and they can delete the job history for any local job on the server. 
They can also enable or disable all local jobs and schedules on the server. To enable or disable local jobs 
or schedules, members of this role must use the sp_update_job and sp_update_schedule stored 
procedures, specifying the job name or schedule identifier parameter and the enabled parameter. If any 
other parameters are specified, execution of these stored procedures fails. SQLAgentOperatorRole 
members cannot change job ownership to gain access to jobs that they do not already own. 

Question: Why should you be careful giving access to non sysadmin fixed roles members? 
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Proxy Accounts 

A proxy account is used to associate a job step with a Windows identity, via an object called a Credential. 
Proxy accounts can be created for all available subsystems, except for T-SQL job steps. The use of proxy 
accounts means that different Windows identities can be used to perform the different tasks required in 
jobs and provides tighter security by avoiding the need for a single account to have all the permissions 
required to execute all jobs. 

Credentials are discussed in Lesson 2 of this module and Proxy Accounts are discussed in Lesson 3. 

Question: Why should a proxy account be used, even when the owner of the step is a 
member of the sysadmin fixed server role? 

  



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
S

K

W
p

1.

2.

3.

4.

 

QL Server 

Key Points 

When SQL Serv
roblems. To tr

. Make sure 
has run. Fo
expand the

. Check the s
side of the 
the group m
permissions

. Check the t
accessed an

. Check for e
the resourc

Note An
paths inste
sufficiently
required. 

Question: 
then fails w

 

Agent Sec

er Agent jobs 
oubleshoot SQ

that the job is 
r each failure o

e job and find t

security accou
window, there
membership fo
s. 

tasks that the j
nd any Window

each failing ste
ces that you ha

nother very co
ead of UNC pa
y portable. Tha

What might b
when run on a 

 

curity Trou

are not runnin
QL Server Agen

in fact runnin
of a job that is
the job steps t

nt. When you 
e is an indicatio
or the account

job step needs
ws files or reso

ep, that the acc
ave determine

mmon problem
aths. In genera
at is, a job sho

e the cause of
production sy

ubleshoot

ng as expected
nt jobs, you sh

g. Look in the
s indicated by 
that are failing

click on the jo
on of the secu
t to make sure

s to perform. T
ources that nee

count that is b
d as necessary

m that occurs 
al, jobs should 
ould be able to

f a job that run
stem? 

10775A: Administer

ing 

d, security issu
hould follow th

 Job Activity lo
a red X (as sho

g. The failing jo

ob step that is 
urity context th
e that the acco

This includes a
ed to be acces

being used to e
y for the step.

is that job ste
use UNC path

o be migrated 

ns perfectly we

ring Microsoft SQL Se

es are a comm
hese steps: 

og and check t
own in the exa
ob steps will al

failing, at the 
hat the job ste
ount should ha

any T-SQL obje
ssed. 

execute the ste

ps might spec
hs to ensure th
to another ser

ell on a test sy

erver 2012 Database

 

mon cause of 

to see when th
ample on the s
lso have a red 

bottom right 
p ran under. C

ave all required

ects that need 

ep is able to a

cify local file 
hey are 
rver if 

stem but 

es  14-11 

he job 
slide), 
X icon. 

hand 
Check 
d 

to be 

ccess 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
14-12 Conf

D

D

1.

2.

3.

4.

5.

 

figuring Security for S

Demonstra

Demonstrati

. Revert the v

. In the virtu
Server Man
From the F
D:\10775A

. From the V
within Solu

. Open the 1

. Follow the 
contained i

SQL Server Agent 

ation 1A: A

ion Steps 

virtual machin

al machine, cli
nagement Stu
ile menu, click

A_Labs\10775

View menu, clic
tion Explorer. 

11 – Demonst

instructions co
n the file. 

 

Assigning a

nes as per the i

ick Start, click 
udio. In the Co
k Open, click P
A_14_PRJ\10

ck Solution Ex

ration 1A.sql

ontained withi

a Security 

instructions in 

All Programs
onnect to Serv
Project/Soluti
775A_14_PRJ

xplorer. Open

script file. 

n the commen

Context to

D:\10775A_La

s, click Micros
ver window, ty
ion, navigate t
J.ssmssln and 

n and execute 

nts of the scrip

o Job Step

abs\Revert.txt. 

soft SQL Serve
ype Proseware
to 
click Open. 

the 00 – Setu

pt file to execu

ps 

 

er 2012, click 
e and click Con

p.sql script file

ute each T-SQL

SQL 
nnect. 

e from 

L batch 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
Lesson
Confi

Fo
ex
re
W
ne
ne
na

O
A

• 

• 

• 

 

n 2 
guring 

or SQL Server j
xecuted in the
esources. Wind

Windows logins
eeds to be abl
eeds to be sto
ames and pass

Objectives 
fter completin

Describe cr

Configure c

Manage cre

 

Creden

job steps to be
 security conte

dows identities
s and groups. 
e to logon as 
red somewher
swords. 

ng this lesson, y

redentials. 

credentials. 

edentials. 

 

ntials 

e able to acces
ext of a Windo
s are separate 
For a job step 
that identity a
re. Credentials

you will be ab

ss resources ou
ows identity th
from SQL Serv
to be able to 
nd to be able 

s are SQL Serve

le to: 

10775A: Administer

utside of SQL 
hat has permiss
ver identities, e
use a separate
to logon, the 

er objects that

ring Microsoft SQL Se

Server, the job
sion to access 
even though S
e Windows ide
Windows user

t are used to st

erver 2012 Database

 

b steps must b
the required 

SQL Server can
entity, the job 
r name and pa
tore Windows 

es  14-13 

e 

n utilize 
step 
assword 
user 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
14-14 Conf

O

K

A 
re

C

A 
w

SQ
Th
w

 

figuring Security for S

Overview o

Key Points 

credential is a
esource outsid

Credentials 

SQL Agent Pr
will see how to 

QL Server crea
hese automati

with two hash s

Question: 
connected 

SQL Server Agent 

of Credent

a SQL Server o
e SQL Server. 

roxy that can b
map a Proxy a

ates some syste
cally created c

signs (##). 

How does SQL
using a Windo

 

ials 

bject that con
Most credenti

be used for job
account to a cr

em credentials
credentials are

L Server access
ows login? 

tains the auth
als contain a W

b execution ma
redential. 

s that are assoc
e called system

ses resources o

entication info
Windows user 

aps to a crede

ciated with sp
m credentials an

outside SQL Se

ormation requ
name and pas

ential in SQL Se

ecific endpoin
nd have name

erver, when th

 

ired to connec
ssword.  

erver. In Lesson

nts automatica
es that are pref

e user is 

ct to a 

n 3, you 

lly. 
fixed 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
C

K

C

C
Th
da
ge
fo

O
th
de

 

Configuring

Key Points 

redentials can 

Configuring 
he password fo
atabase. When
enerates a serv
or each databa

Often an organ
he service mas
ecrypted and 

Note En
Note also 
(EKM) Pro

 

g Credent

be created us

Credentials
or a credential
n SQL Server fi
vice master en
ase. (Not all da

ization will hav
ter key is rege
re-encrypted u

cryption in SQ
that the encry
vider is also su

 

ials 

sing the T-SQL

s 
l is called a sec
irst needs to p
ncryption key. T
atabases have 

ve a policy tha
enerated, the s
using the new 

QL Server is an 
yption of secre
upported but a

L CREATE CRED

cret and is stro
erform any typ
The service ma
master keys). 

at requires enc
ecrets that are
service maste

advanced top
ets for credenti
also out of sco

10775A: Administer

DENTIAL statem

ongly encrypte
pe of encrypti
aster key is als

cryption keys t
e stored for cre
r key. 

pic that is out o
ials by an Exte

ope for this cou

ring Microsoft SQL Se

ment or by us

ed and stored 
on, the SQL Se
so used to pro

to be replaced
edentials are a

of scope for th
ensible Key Ma
urse. 

erver 2012 Database

 

ing the GUI in

in the master 
erver service 
tect the maste

 on a regular b
automatically 

his course. 
anagement 

es  14-15 

 SSMS.  

er keys 

basis. If 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
14-16 Conf

M

K

SQ
cr

W

 

 

 

M

Th
va
A
su
th

C

 

figuring Security for S

Managing 

Key Points 

QL Server prov
redentials. Con

SELECT * FRO

When executed

Modifying C

he password fo
alues by using 
gent_Export cr
upplied in the 
he identity and

redentials are 

Question: 
changes or 

SQL Server Agent 

Credentia

vides the sys.cr
nsider the follo

M sys.creden

d, this query re

redentials 

or a Windows 
the ALTER CR

redential is be
ALTER CREDE

d the secret. 

removed by th

What happens
expires? 

 

ls 

redentials syst
owing query: 

ntials; 

turns informat

account could
REDENTIAL stat
ing updated. B
NTIAL stateme

he DROP CRED

s when the Wi

em view to pr

tion similar to 

d change over 
tement. In the
Both the user 
ent. The ALTER

DENTIAL state

ndows user pa

ovide catalog 

the following 

time. You can
e example on t
name and pas
R CREDENTIAL

ment. 

assword that a

information a

results: 

n update a cred
the slide, notic
ssword (that is,
L command alw

a credential ma

 

bout existing 

dential with ne
ce how the 
, the secret) ar
ways updates 

aps to 

ew 

re 
both 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
D

D

1.

2.

3.

 

Demonstra

Demonstrati

. If Demonst

• Revert 

• In the v
SQL Se
Conne
D:\107

• From t
from w

. Open the 2

. Follow the 

 

ation 2A: C

ion Steps 

ration 1A was 

the virtual ma

virtual machin
erver Manage
ect. From the F
775A_Labs\10

he View menu
within Solution 

21 – Demonst

instructions co

 

Configuring

not performe

achines as per 

e, click Start, c
ement Studio.
File menu, clic
0775A_14_PRJ

u, click Solutio
Explorer. 

ration 2A.sql

ontained withi

g Credent

d: 

the instruction

click All Progr
. In the Conne
k Open, click P
J\10775A_14_

on Explorer. O

script file. 

n the commen

10775A: Administer

ials 

ns in D:\10775

rams, click Mi
ect to Server w
Project/Solut
_PRJ.ssmssln

Open and exec

nts of the scrip

ring Microsoft SQL Se

5A_Labs\Revert

icrosoft SQL S
window, type P
tion, navigate 
and click Ope

cute the 00 – S

pt file. 

erver 2012 Database

 

t.txt. 

Server 2012, c
roseware and
to 

en. 

Setup.sql scrip

es  14-17 

click 
d click 

pt file 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
14-18 Conf

Lesson
Confi

Yo
SQ
na
m
cr

O

A

• 

• 

• 

 

figuring Security for S

n 3 
guring 

ou saw in the 
QL Server. Mo
ames and pass

mapped to the 
reate Proxy Ac

Objectives 

fter completin

Describe Pr

Work with 

Manage Pro

SQL Server Agent 

Proxy A

last lesson tha
stly, these are 
swords. To ena
Credential usi

ccounts manua

ng this lesson, y

roxy Accounts.

built-in Proxy 

oxy Accounts. 

 

Accoun

t Credentials a
Windows iden

able a job step
ng a Proxy Ac

ally. 

you will be ab

. 

Accounts. 

ts 

are used in SQ
ntities and Cre
p in a SQL Serv
count. There i

le to: 

QL Server to sto
edentials are us
ver Agent job t
s a set of built

ore identities t
sed to store th
to use a Crede
t-in Proxy Acco

 

hat are extern
heir Windows u
ential, the job s
ounts and you

nal to 
user 
step is 

u can 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
O

K

A 
A
M

A 
of
A
th

Th
sp
no
be

N
in
Pr

 

Overview o

Key Points 

SQL Server Pr
ccount is typic

Microsoft Wind

job step that 
f the Windows
gent imperson

hat security co

Note Th
batch job"

he creation of 
pecified in the 
ot have permi
e unable to co

ote that a use
n a job step. By
roxy Accounts

 

of Proxy Ac

roxy Account i
cally used to p
ows user. Each

uses the Proxy
s user. Before S
nates the crede
ntext. 

he Windows us
" right on the c

a Proxy Accou
credential. Fo
ssion to conne

onnect to SQL 

r must have p
y default, only 
. 

 

ccounts 

s used to defin
rovide SQL Se
h Proxy Accou

y Account can 
SQL Server Ag
entials defined

ser that is spec
computer on w

unt does not c
r example, you

ect to an instan
Server. 

ermission to u
members of t

ne the security
rver Agent wit
nt can be asso

access the spe
ent runs a job

d in the Proxy 

cified in the cre
which SQL Serv

change existing
u can create a 
nce of SQL Ser

use a Proxy Acc
he sysadmin fi

10775A: Administer

y context that 
th access to th
ociated with on

ecified subsyst
b step that uses

Account, and 

edential must 
ver is running.

g permissions 
Proxy Accoun

rver. Job steps

count before t
ixed server rol

ring Microsoft SQL Se

is used for a jo
he security cred
ne or more su

tems by using 
s a Proxy Acco
then runs the 

have the "Log
. 

for the Windo
nt for a Windo
s that use that 

they can specif
le have permis

erver 2012 Database

 

ob step. A Prox
dentials for a 
bsystems.  

the security co
ount, SQL Serv
job step by us

g on as a 

ows account th
ws account th
Proxy Accoun

fy the Proxy A
ssion to access

es  14-19 

xy 

ontext 
er 
sing 

hat is 
at does 
t would 

Account 
s all 



M
C

T
 U

SE O
N

LY. ST
U

D
EN

T
 U

SE P
R

O
H

IB
IT

ED
14-20 Configuring Security for SQL Server Agent 

Permissions to access a Proxy Account can be granted to three types of security principals: 

• SQL Server logins 

• Server roles 

• Roles within the msdb database. 

Question: When should Proxy Accounts be used?  
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The Promote application connects as a SQL login called PromoteApp. One of the other DBAs Terry Adams 
has attempted to configure SQL Server so that the PromoteApp login can execute the job. However he is 
unable to resolve why the job still will not run. In this lab you need to troubleshoot and resolve the 
problem.  

Supporting Documentation 
Actions that have already been taken by Terry Adams 

1. Created a database user for the PromoteApp login in the msdb database.  

2. Granted the PromoteApp database user permission to execute the msdb.dbo.sp_start_job stored 
procedure. 

3. Added the PromoteApp database user to the SQLAgentOperatorRole database role. 

4. Modified the Extract Uncontacted Prospects job to set the PromoteApp login as the owner of the job. 

5. Created a Windows user called ExtractUser with a password of Pa$$w0rd. 

6. Added the Windows user ExtractUser to the db_ssisoperator role within the msdb database. 

Exercise 1: Troubleshoot Job Execution Failure 

Scenario 

You need to review the action that Terry Adams has already taken then also review the history log for the 
failing job. You need to determine why the job is failing.  

The main task for this exercise is as follows: 

1. Troubleshoot job execution failure. 

 Task 1: Troubleshoot job execution failure 
• Review the previous actions taken by Terry Adams as detailed in the supporting documentation for 

the exercise. 

• View History log for the Extract Uncontacted Prospects job. 

• Determine from the history the reason that the job is failing. 

Results: After this exercise, you should have determined the reason that they job is failing.  

Exercise 2: Resolve the Security Issue 

Scenario 

You have determined that a proxy account is required for the correct execution of the failing job step. You 
need to create and assign the proxy account then test to see if all issues have been resolved.  

The main tasks for this exercise are as follows: 

1. Create and assign proxy account. 

2. Test to see if all problems have been resolved. 
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 Task 1: Create and assign proxy account 
• Using SQL Server Management Studio, create a SQL Server credential called ExtractIdentity that is 

associated with the Windows user 1077XA-MIA-SQL\ExtractUser and with a password of Pa$$w0rd. 

• Create a SQL Server proxy account called ExtractionProxy that is associated with the ExtractIdentity 
credential and which is active in the SQL Server Integration Services Package subsystem. Ensure that 
you grant permission to the PromoteApp login to use this credential. 

• Assign the proxy account to the Extract Uncontacted Prospects job. 

 Task 2: Test to see if all problems have been resolved 
• Attempt to execute the Extract Uncontacted Prospects job. 

• If the job fails, continue to Exercise 3 if you have time. 

Results: After this exercise, you should have corrected a security issue with a job. 

Challenge Exercise 3: Perform Further Troubleshooting (Only if time 
permits) 

Scenario 

After creating and assigning a proxy account to the job, the initial problem where SQL Server refused to 
execute job steps without a proxy has been resolved. However, the job still does not operate successfully. 
You should attempt to resolve the final issue. 

The main task for this exercise is as follows: 

1. Perform further troubleshooting. 

 Task 1: Perform further troubleshooting 
• Locate and resolve further issues that are preventing the job from running successfully. 

• Test that the job now runs successfully. 

Results: After this exercise, you should have identified and resolved the remaining issues. 
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Module 15 
Monitoring SQL Server 2012 with Alerts and Notifications 

Contents: 
Lesson 1: Configuring Database Mail 15-3 

Lesson 2: Monitoring SQL Server Errors 15-11 

Lesson 3: Configuring Operators, Alerts and Notifications 15-18 

Lab 15: Monitoring SQL Agent Jobs with Alerts and Notifications 15-30 
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SMTP Relay 

Most SMTP servers today are configured, by default, to deny all email relay. A server that is configured to 
permit relay is willing to accept email from another server even though the target for the email is not in 
the mail server's domain. The mail server then forwards the email to its final destination. 

The refusal to relay email is important for avoiding spam related issues. Email servers that do not have this 
protection are called "open relay" servers and are a target for misuse. Blacklists for email servers that 
regularly send spam are maintained by many companies. By relaying email via other servers, it appears 
that those other servers are sending the spam, not the server that initially sent the spam. Because the 
most common configuration for mail servers is to deny all relaying activity, the SMTP server must be 
configured to permit the relay of emails from SQL Server if necessary. 

Question: Why must mail administrators be included in discussions, when planning a 
database mail configuration? 
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Database Mail Tables and Views 

Internal tables in the msdb database are used to hold the email messages and the attachments that are 
sent from Database Mail, together with the current status of each message. Database Mail updates these 
tables as each message is processed.  

You can track the delivery status of an individual message by viewing information in the following views: 

• dbo.sysmail_allitems 

• dbo.sysmail_sentitems 

• dbo.sysmail_unsentitems 

• dbo.sysmail_faileditems 

To see details of email attachments, query the dbo.sysmail_mailattachments view. 

Retention Policy 
Database Mail retains outgoing messages and their attachments in the msdb database. This means that 
there is a need to plan a retention policy for email messages and log entries. If the volume of Database 
Mail messages and related attachments is high, plan for substantial growth of the msdb database.  

Periodically delete messages to regain space and to comply with your organization's document retention 
policies. For example, the example in the slide shows how to delete messages, attachments, and log 
entries that are more than one month old. You could schedule these commands to be executed 
periodically by creating a SQL Server Agent job. 
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State is defined by the author of the code that raised the error. For example, if you were writing a stored 
procedure that could raise an error for a missing customer and there were five places in the code that this 
message could occur, you could assign a different state to each of the places where the message was 
raised. This would help later to troubleshoot the error. 

Procedure name is the name of the stored procedure that that error occurred in and Line Number is the 
location within that procedure. In practice, line numbers are not very helpful and not always applicable. 

Question: In which language is an error raised? 
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Here are a few examples of these errors: 

Error Severity Example 

11 indicates that an object does not exist 

13 indicates a transaction deadlock 

14 indicates errors such as permission denied 

15 indicates syntax errors 

 

Values from 17 to 19 
Values from 17 to 19 are considered serious software errors that the user cannot correct. For example, 
severity 17 indicates that SQL Server has run out of resources (memory, disk space, locks, etc.).  

Values above 19 
Values above 19 tend to be very serious errors that normally involve errors with either the hardware or 
SQL Server itself. It is common to ensure that all errors above 19 are logged and alerts generated on 
them. 

Question: In which of the error number ranges shown on the slide, would you expect to see 
a syntax error? 
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• Net Send address: Messenger address that a message is sent to.  

Note The use of Net Send for notifications is deprecated and should not be used for new 
development as it will be removed in a future version of SQL Server. The Net Send option is 
not useful as it depends upon the Messenger service in Microsoft Windows®. That service is 
generally disabled on current systems. 

A fail-safe operator can be defined to respond to an alert when pager notifications to other operators fail 
because of time limitations that have been configured. For example, if all operators are off duty when an 
alert is fired, the fail-safe operator will be contacted. 

Existing Active Directory® users and groups can be used as operator groups if they are mail enabled 
groups. 
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Alerts Actions (Responses) 

You can create alerts to respond to individual error numbers or to respond to all errors of a specific 
severity level. You can define the alert for all databases or for a specific database. You can define the time 
delay between responses. 

Note It is considered good practice to configure notifications for all error messages with 
Severity Level 19 and above. 

System Events 
In addition to monitoring SQL Server events, SQL Server Agent can also monitor conditions that can be 
detected via Windows Management Instrumentation (WMI) events. The WQL queries that are written to 
retrieve the performance data are executed a few times each minute. As a result, it can take a few seconds 
for these alerts to fire. 

Performance condition alerts can also be configured on any of the performance counters that SQL Server 
exposes.  

Question: What events are you familiar with that should have a configured alert? 
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When sending messages to operators about alerts, it is important to be able to provide the operator with 
sufficient context about the alert so that they can determine the appropriate action to take. Tokens can be 
included in messages to add detail to the message. The special tokens available for working with alerts are 
shown in the following table: 

Token Description 

A-DBN Database Name 

A-SVR Server Name 

A-ERR Error Number 

A-SEV Error Severity 

A-MSG Error Message 

 

Note that for security reasons this feature is disabled by default and can be enabled in the properties of 
SQL Server Agent. 

Question: If notifications should be sent to a pager email address, what else should be 
configured? 
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(continued) 

Step Description 

If the alert was raised but no 
action was taken 

Check that the job that is configured to respond to the alert 
functions as expected. For operator notifications, check that 
Database Mail is working and that the SMTP Server 
configuration is correct. Test the Database Mail profile that 
is being used to send notifications by manually sending mail 
from the profile used by SQL Server Agent. 

 

Question: Why might an error message not be written to the application log? 
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The IT Support team has supplied you with details from the policy that they have determined are needed 
for your Proseware server. For some automated tasks, notifications need to be sent every time the tasks 
are completed, whether or not the tasks work as expected. For other tasks, notifications only need to be 
sent if the tasks fail for some reason.  

Notifications at AdventureWorks are pager-based. You need to configure Database Mail within SQL Server 
so that SQL Server Agent can send notification emails to the pager system. There are two on-call DBAs 
allocated to your system from the AdventureWorks IT Support team. You need to configure these staff 
members as operators based on their current on-call work schedules and also configure a fail-safe 
operator for any time period where no team member is working. 

If you have enough time, you should also configure SQL Server to alert you if severe errors occur on the 
server. 

Supporting Documentation 
 

Database Mail Configuration Parameters 

Profile Name: Proseware SQL Server Agent Profile 

SMTP Account Item Value 

Main Account Name Proseware Administrator 

 E-mail Address prosewaresqladmin@adventureworks.com 

 Display name Proseware SQL Server Administrator 

 Reply e-mail prosewaresqladmin@adventureworks.com 

 Server name mailserver.adventureworks.com 

Fail-safe Account Name AdventureWorks Administrator 

 E-mail Address adventureworkssqladmin@adventureworks.com 

 Display name AdventureWorks SQL Server Administrator 

 Reply e-mail adventureworkssqladmin@adventureworks.com 

 Server name mailserver.adventureworks.com 

 

Public Profiles: Configure Proseware SQL Agent Profile as public and as default 

Private Profiles: Configure SQL Server Agent Profile as the default profile for the SQL Server Agent 
service (AdventureWorks\PWService) 

Maximum E-mail File Size: 4MB  
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On-call DBA Operator Requirements 

• Senior DBA Jeff Hay is on-call via pager jeff.hay.pager@adventureworks.com for the entire 24 hours 
per day, seven days per week. 

• DBA Palle Petersen is on-call via pager palle.petersen.pager@adventureworks.com for the entire 24 
hours per day, seven days per week.  

• Although there should always be a DBA on call a fail-safe pager address 
itsupport.pager@adventureworks.com should be configured. The IT Support operator should also be 
available 24 hours per day, seven days per week. 

Job Notification Requirements 

• Backup-related jobs must send notifications on completion, not just on failure. Notifications for 
backup-related jobs should be sent to Jeff Hay. 

• System jobs do not need to send any notifications. System jobs are identified by the prefix sys. 

• All other jobs should notify on failure only. Notifications for other jobs should be sent to Palle 
Petersen. 

Severe Error Alerting Requirements 

• Any error of severity 17 or 18 should be notified to all operators via pager. 

• Error 9002 on any database should be notified to all operators via pager. 

Exercise 1: Configure Database Mail 

Scenario 
Notifications at AdventureWorks are pager-based. You need to configure Database Mail within SQL Server 
so that SQL Server Agent can send notification emails to the pager system. 

The main tasks for this exercise are as follows: 

1. Configure database mail. 

2. Test that database mail operates. 

 Task 1: Configure database mail 
• Review the database mail configuration parameters in the supporting documentation for the exercise. 

• Configure database mail as per supplied parameters. 

 Task 2: Test that database mail operates 
• Send a test email using the right-click option on the database mail node in Object Explorer. 

• From Solution Explorer, open and execute the script file 51 – Lab Exercise 1.sql to view outgoing mail 
items. 

Results: After this exercise, you should have configured and tested database mail.  
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Exercise 2: Implement Notifications 

Scenario 

The IT Support team at AdventureWorks has a defined escalation policy for SQL Server systems. As 
Proseware is part of the group of companies owned by AdventureWorks, you need to implement the 
relevant parts of this policy.  

The IT Support team has supplied you with details from the policy that they have determined are needed 
for your Proseware server. For some automated tasks, notifications need to be sent every time the tasks 
are completed, whether or not the tasks work as expected. For other tasks, notifications only need to be 
sent if the tasks fail for some reason. 

Notifications at AdventureWorks are pager-based. There are two on-call DBAs allocated to your system 
from the AdventureWorks IT Support team. You need to configure these staff members as operators 
based on their current on-call work schedules and also configure a fail-safe operator for any time period 
where no team member is working. 

The main tasks for this exercise are as follows: 

1. Review the requirements. 

2. Configure the required operators. 

3. Configure SQL Server Agent Mail. 

4. Configure and Test Notifications in SQL Server Agent Jobs. 

 Task 1: Review the requirements 
• Review the supplied requirements in the supporting documentation for the exercise. In particular, 

note any required operators. 

 Task 2: Configure the required operators 
• Configure the required operators that you determined were required in Task 1. The supporting 

documentation includes details of how the operators need to be configured. 

 Task 3: Configure SQL Server Agent Mail 
• Configure SQL Server Agent to use the mail profile that you created in Exercise 1.  

• Configure SQL Server Agent to use the IT Support fail-safe operator that you configured in Task 2.  

 Task 4: Configure and Test Notifications in SQL Server Agent Jobs 
• Configure notifications for jobs as per the requirements in the supporting documentation. 

• Test the notifications by executing all non-system jobs and reviewing the mail item sent. 

Results: After this exercise, you should have configured SQL Server Agent 
operators, and job notifications. 

Challenge Exercise 3: Implement Alerts (Only if time permits) 

Scenario 
If you have enough time, you should also configure SQL Server to alert you if severe errors occur on the 
server. 
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The main task for this exercise is as follows: 

1. Configure and test alerts. 

 Task 1: Configure and test alerts 
• Review the supporting documentation for the alerting requirements. 

• Configure the required alerts. 

• Execute the script 71 – Lab Exercise 3.sql to test the alerting functionality. 

Note The script will return error 9002. 

Results: After this exercise, you should have configured and tested SQL Server 
alerts. 
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Module 16 
Performing Ongoing Database Maintenance 

Contents: 
Lesson 1: Ensuring Database Integrity 16-3 

Lesson 2: Maintaining Indexes 16-12 

Lesson 3: Automating Routine Database Maintenance 16-26 

Lab 16: Performing Ongoing Database Maintenance 16-30 
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16-6 Performing Ongoing Database Maintenance 

(continued) 

Option Description 

DBCC CHECKCATALOG Checks the database catalog by performing logical consistency 
checks on the metadata tables in the database. These metadata 
tables are used to hold information that describes both system and 
user tables and other database objects. DBCC CHECKCATALOG 
does not check user tables. 

 

DBCC CHECKDB also performs checks on other types of objects such as the links for FILESTREAM objects 
and consistency checks on the Service Broker objects. 

Note FILESTREAM and Service Broker are advanced topics that are out of scope for this 
course. 

Repair Options 

Even though DBCC CHECKDB has repair options, it is not always possible to repair a database without 
data loss. Usually, the best option for database recovery is to restore the database. This means that the 
execution of DBCC CHECKDB should be synchronized with your backup retention policy, to make sure 
that you can always restore a database from an uncorrupted database and that all required log backups 
since that time are available. 

Online Concurrent Operations 

DBCC CHECKDB can take a long time to execute and consumes considerable I/O and CPU resources. For 
this reason, DBAs often need to run it while the database is in use.  

In versions of SQL Server prior to SQL Server 2005, it was possible to receive indications of corruption 
where no corruption was present if DBCC CHECKDB was executed while the database was being used 
concurrently by other users. Since SQL Server 2005, DBCC CHECKDB operates using internal database 
snapshots to make sure that the utility works with a consistent view of the database. If DBCC CHECKDB 
reports corruption, it needs to be investigated.  

If the performance needs for the database activity that needs to run while DBCC CHECKDB is executing 
are too high, running DBCC CHECKDB against a restored backup of your database would be a better (but 
far from ideal) option than not running DBCC CHECKDB at all. 

Disk Space 
The use of an internal snapshot causes DBCC CHECKDB to need additional disk space. DBCC CHECKDB 
creates hidden files (using NTFS Alternate Streams) on the same volumes as the database files are located. 
Sufficient free space on the volumes must be available for DBCC CHECKDB to run successfully. The 
amount of disk space required on the volumes depends upon how much data is changed during the 
execution of DBCC CHECKDB. 

DBCC CHECKDB also uses space in tempdb while executing. To provide an estimate of the amount of 
space required in tempdb, DBCC CHECKDB offers an ESTIMATEONLY option. 
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Backups and DBCC CHECKDB 

It is considered a good practice to run DBCC CHECKDB on a database prior to performing a backup of the 
database. This check helps to ensure that the backup contains a consistent version of the database.  

Question: Why is it vital to run DBCC CHECKDB regularly? 
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16-10 Performing Ongoing Database Maintenance 

Transaction Log Corruption 

If the transaction log becomes corrupt, a special option called an emergency mode repair can be 
attempted, but it is strongly recommended to restore the database in that situation. An emergency mode 
repair should only be used when no backup is available. 

Question: Why would it be preferable to restore a database rather than using 
REPAIR_ALLOW_DATA_LOSS? 
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• Columnstore indexes are used typically used in large data warehouses. The tables essentially become 
read-only while the columnstore indexes are in place. 

Note iFTS, Spatial, XML indexes, and Columnstore indexes are out of scope for this course 
but iFTS, Spatial, and XML indexes are described in course 10776A: Developing Microsoft 
SQL Server 2012 Databases, along with greater detail on standard clustered and 
nonclustered indexes. 

Question: When might a table scan be more efficient than using an index? 
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Nonclustered Index 

A nonclustered index is a type of index that does not affect the layout of the data in the table in the way 
that a clustered index does.  

If the underlying table is a heap (that is, it has no clustered index), the leaf level of a nonclustered index 
contains pointers to where the data rows are stored. The pointers include a file number, a page number, 
and a slot number on the page. 

If the underlying table has a clustered index (that is, the pages and the data are logically linked in the 
order of a clustering key), the leaf level of a nonclustered index contains the clustering key that is then 
used to seek through the pages of the clustered index to locate the desired rows. 
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FILLFACTOR only applies to leaf level pages in an index. PAD_INDEX is an option that, when enabled, 
causes the same free space to be allocated in the non-leaf levels of the index. 

Question: While you could avoid many page splits by setting a FILLFACTOR of 50, what 
would be the downside of doing this? 

Question: When would a FILLFACTOR of 100 be useful? 

Question: What is the significance of applying a FILLFACTOR on a clustered index versus a 
non-clustered index? 
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For heavily fragmented indexes (> 30%) rebuilding is usually the most appropriate option to use.  

SQL Server maintenance plans include options to rebuild or reorganize indexes. If maintenance plans are 
not used, it is important to build a job that performs defragmentation of the indexes in your databases. 

Question: What is typically the best option to defragment big indexes and tables (clustered 
indexes)? 
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You have also identified a degradation of performance in the application when proper index maintenance 
has not been performed. You want to ensure that there is an early detection of any consistency issues in 
the MarketDev database and that the index maintenance is automatically executed on a scheduled basis. 
To make sure this regular maintenance occurs, you will create a Database Maintenance plan to schedule 
these operations on a weekly basis. 

While DBCC CHECKDB runs quite quickly, you are interested in the performance difference that might be 
achieved by using table locks instead of database snapshots during DBCC CHECKDB operations. If you 
have time, you will investigate the performance differences. 

Supporting Documentation 

 

Database Maintenance Plan Requirements 

Item Configuration 

Plan Name Proseware Weekly Maintenance 

Schedule Once per week for all tasks at 6PM Sunday night 

Tasks required Check Database Integrity for all databases on the Proseware 
server instance 

 Rebuild indexes in the MarketDev database 

Notes The database integrity checks should include indexes 

 When indexes in the MarketDev database are rebuilt, pages in 
the indexes should be 90% full 

 As Proseware uses an Enterprise Edition license, online index 
rebuilds are supported and should be used 

 Reports should be written to the folder L:\MKTG 

 

Exercise 1: Check Database Integrity Using DBCC CHECKDB 

Scenario 
There has been a disk failure in the I/O subsystem. The disk has been replaced but you want to check the 
consistency of your existing databases. You will execute DBCC CHECKDB to verify the logical and physical 
integrity of all databases on the Proseware instance. 

The main tasks for this exercise are as follows: 

1. Check the consistency of the databases on the Proseware instance. 

2. Correct any issues found. 
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 Task 1: Check the consistency of the databases on the Proseware instance 
• Execute DBCC CHECKDB against all databases on the Proseware server instance. Note any databases 

that have errors. 

 Task 2: Correct any issues found 
• For any databases with errors, using the DBCC option to repair while allowing data loss. (Note that 

this is an extreme action that should only be undertaken in emergency situations where no backups 
are available to be restored). 

Results: After this exercise, you should have used the DBCC CHECKDB command to check 
consistency on all databases on the Proseware instance and corrected any issues that were 
found.  

Exercise 2: Correct Index Fragmentation 

Scenario 

You have identified fragmentation in a number of tables in the MarketDev database and you are sure that 
performance is decreasing as the amount of fragmentation increases. You will rebuild the indexes for any 
of the main database tables that are heavily fragmented. 

The main tasks for this exercise are as follows: 

1. Review the fragmentation of indexes in the MarketDev database to determine which indexes should 
be defragmented and which indexes should be rebuilt.  

2. Defragment indexes as determined. 

3. Rebuild indexes as determined. 

 Task 1: Review the fragmentation of indexes in the MarketDev database to determine 
which indexes should be defragmented and which indexes should be rebuilt 
• Write a query using sys.dm_db_index_physical_stats function to locate indexes that have more than 

30% fragmentation. 

 Task 2: Defragment indexes as determined 
• Write a query to defragment the indexes that you determined had fragmentation levels above 30% 

but below 70%. 

 Task 3: Rebuild indexes as determined 
• Write a query to rebuild the indexes that you determined had fragmentation levels above 70% 

Results: After this exercise, you should have rebuilt or defragmented any indexes 
with substantial fragmentation. 
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Exercise 3: Create a Database Maintenance Plan  

Scenario 

You have also identified a degradation of performance in the application when proper index maintenance 
has not been performed. You want to ensure that there is an early detection of any consistency issues in 
the MarketDev database and that the index maintenance is automatically executed on a schedule basis. 
To make sure this regular maintenance occurs, you will create a Database Maintenance plan to schedule 
these operations on a weekly basis. 

The main task for this exercise is as follows: 

1. Create the required database maintenance plan. 

 Task 1: Create the required database maintenance plan 
• Review the requirements for the exercise in the supporting documentation. 

• Create a database maintenance plan that meets the requirements. 

Results: After this exercise, you should have created the required database 
maintenance plan. 

Challenge Exercise 4: Investigate Table Lock Performance (Only if time 
permits) 

Scenario 

While DBCC CHECKDB runs quite quickly, you are interested in the performance difference that might be 
achieved by using table locks instead of database snapshots during DBCC CHECKDB operations. If you 
have time, you will investigate the performance differences. 

The main tasks for this exercise are as follows: 

1. Execute DBCC CHECKDB using database snapshots. 

2. Execute DBCC CHECKDB using table locks. 

 Task 1: Execute DBCC CHECKDB using database snapshots 
• Execute DBCC CHECKDB against all databases in the Proseware server instance using database 

snapshots (the default option). 

• Record the total execution time. 

 Task 2: Execute DBCC CHECKDB using table locks 
• Execute DBCC CHECKDB against all databases in the Proseware server instance using table locks 

(TABLOCK option). 

• Record the total execution time. 

• Compare the execution time to the time recorded in Task 1. 

Results: After this exercise, you should have compared the performance of DBCC 
CHECKDB when using database snapshots and table locks. 
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